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Open Innovation
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Ray Kurzweil's Second Half of the Chessboard

Grains of Rice

Second half =
461,168,602,000 metric
tons - 100 tons of rice,
which would be a heap of
rice larger than Mount
Everest. This is around
1,000 times the global
production of rice in 2010

First half = 100,000
kg of rice. India's
annual rice output is
about 1,200,000
times that amount
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The Digital DisruptionNexus
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(20002018) European Parliament

m “ The most sophisticated
* autonomous robots could be
established as having the status of
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Limits of Deep Learning @ the Edge

1 ] Asym metric Deep Neural Networks are Easily Fooled
2.Heavy

High Prediction Scores for Unrecognizable Images

This CVPR201S paper is the Open Access version, pro Computer Vision Foundation.
The authoritative version of this paper n IEEE Xplor
3 . B I aC k B O Xe d Deep Neural Networks are Easily Fooled:
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Jason Yosinski Jeff Clune
Universi Comell University University of Wyoming
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A. Catastrophidorgetting
B. One PixeAttacking
C. GenerativeAdversarialAttacking

Abstract

Deep neural networks (DNNs) have recently been
achieving state-of-the-artperformance on a variety of
pattern-recognition tasks, most notably visual classification
problems. Given that DNNs are now able to classify objects
in images with near-human-level performance, questions
naturally arise as 1o what differences remain between com-
puter and human vision. A recent study [ ] revealed that
changing an image (e.g. of a lion) in a way impercepiible to
luumans can cause a DNN 10 label the image as something
else entirely (e.g. mislabeling a lion a library). Here we
show a related result: it is easy 1o produce images that are
completely unrecognizable to humans, but that state-of-the -
art DNN believe 10 be recognizable objects with 99.99%
confidence (e.g. labeling with certainty that white noise
static is a lion). Specifically, we take comvolutional neu-

[ oo T

ral networks trai the ImageNet
or MNIST datasets and then find images with evolutionary
algorithms or gradient ascent that DNNs label with high
confidence as belonging 1o each dataset class. It is possi-
ble to produce images totally unrecognizable to human eyes
that DNNs believe with near certainty are familiar objects,
whichwe call “fooling images” (more generally, fooling ex-
amples). Our results shed light on interesting differences
between huunan vision and current DNNs. and raise ques-
tions about the generality of DNN computer vision.

1. Introduction

Decp neural networks (DNNs) learn hicrarchical lay-
ers of representation from sensory input in order to per-
form pattem recognition [, 14]. Recently, these deep ar-
chitectures have demonstrated impressive, state-of-the-art,
and sometimes human-competitive fesults on many patiem
recognition tasks, especially vision classification problems
116, 7. 21, 17]. Given the near-human ability of DNNs to
classify
remain between computer and human vision.

[ T oo |

Figure 1. Evolved images that are uarecognizable 0 bumans,
bus that state-of-the-art DNN trained on ImageNet believe with
> 99.6% centainty t0 be a familiar object. This result highlights
differences between bow DNNs and humans recognize objects.
Images are either directly (1op) ot indisectly (bottom) encoded.

Q .
and human vision [ ). Changing an image, originally cor-
rectly classified (c.g. as a lion), in a way imperceptible to
human eyes, can cause a DNN to label the image as some-
thing else entircly (c.g. mislabeling a lion a library)

In this paper, we show another way that DNN and human
vision differ: It is easy to produce images that arc com-
pletely unrecognizable to humans (Fig. 1), but that state-of-
the-art DNNs believe to be recognizable objects with over
99% confidence (c.g. labeling with certainty that TV static
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Deep or Shallow?

complex scene analysis with multiscale object recognition medical images product quality control
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